International Transactions in Artificial

Intelligence

Impact Factor: 7.565

Anomaly detection using Machine Learning

for temperature/ humidity/ leak detection IoT
Vol.8, No.8, (2024) ITAI

Harsh Yadav
Senior Software Developer - Aware Buildings LLC

harshyadav2402@gmail.com

Accepted : March 2024 Published: April 2024

Abstract:

Anomaly detection plays a pivotal role in ensuring the integrity, reliability, and security of IoT
devices, particularly in critical applications such as temperature, humidity, and leak detection
systems. This research paper investigates the application of machine learning techniques for
anomaly detection in IoT devices deployed for monitoring environmental conditions. We explore
the challenges associated with traditional threshold-based methods and propose a data-driven
approach leveraging machine learning algorithms for more accurate and adaptive anomaly
detection. The study involves collecting real-world sensor data from temperature, humidity, and
leak detection 10T devices and developing supervised and unsupervised machine learning models
to identify abnormal patterns and anomalies. Various algorithms such as Isolation Forest, One-
Class SVM, and Autoencoders are evaluated for their effectiveness in detecting anomalies in
sensor data streams. Experimental results demonstrate the superiority of machine learning-based
approaches over traditional methods, with improved accuracy, sensitivity, and robustness in
detecting anomalous events. The findings of this research contribute to advancing anomaly
detection techniques in IoT devices and have significant implications for enhancing the reliability
and efficiency of environmental monitoring systems in diverse domains, including smart buildings,

industrial facilities, and agriculture.
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1. Introduction

The proliferation of Internet of Things (IoT) devices has revolutionized various industries by
enabling remote monitoring, automation, and data-driven decision-making. In applications such
as environmental monitoring, ensuring the reliability and accuracy of sensor data is paramount for
detecting anomalies and mitigating potential risks. Traditional threshold-based methods for
anomaly detection in IoT devices often fall short in capturing complex patterns and adapting to
dynamic environments. This inadequacy has spurred research into leveraging advanced machine
learning techniques to enhance anomaly detection capabilities and improve the reliability of loT

systems.
Background

[oT devices are equipped with sensors that continuously collect data on various environmental
parameters such as temperature, humidity, and pressure. These devices play a crucial role in
applications ranging from smart buildings and industrial automation to agriculture and healthcare.
However, the sheer volume and complexity of sensor data generated by IoT devices pose
significant challenges for detecting anomalies and identifying abnormal patterns indicative of
potential faults, malfunctions, or security breaches. Traditional methods rely on predefined
thresholds or rules to flag anomalies, but they often struggle to adapt to changing conditions, noisy

data, and evolving attack vectors.
Motivation

The limitations of traditional anomaly detection methods in IoT devices have motivated
researchers and practitioners to explore alternative approaches that can provide more accurate,
robust, and adaptive anomaly detection capabilities. Machine learning, with its ability to learn from

data and uncover complex patterns, offers a promising solution to address these challenges. By
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leveraging supervised and unsupervised learning algorithms, machine learning can analyze

historical sensor data, identify normal behavior patterns, and detect deviations indicative of
anomalies. This approach not only enhances the accuracy of anomaly detection but also enables

IoT systems to adapt to changing environmental conditions and evolving threats.
Research Objectives

The primary objective of this research is to investigate the application of machine learning
techniques for anomaly detection in IoT devices, with a focus on environmental monitoring

systems. Specifically, we aim to:

1. Evaluate the effectiveness of supervised and unsupervised machine learning algorithms

for detecting anomalies in temperature, humidity, and leak detection IoT devices.

2. Develop and implement a comprehensive framework for anomaly detection in [oT
devices, incorporating data preprocessing, feature extraction, model training, and

evaluation stages.

3. Compare the performance of different machine learning algorithms and assess their

suitability for real-world deployment in diverse loT environments.

4. Investigate the impact of various factors such as data volume, sensor placement, and
environmental conditions on the performance of anomaly detection algorithms in IoT

devices.

5. Explore practical considerations such as computational complexity, resource constraints,
and scalability when deploying machine learning-based anomaly detection solutions in

IoT systems.
Organization of the Paper
The remainder of this paper is organized as follows:

e Section 2 provides an overview of related work in anomaly detection for [oT devices,

highlighting existing approaches, challenges, and limitations.
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e Section 3 presents the methodology employed in this research, including data collection,

preprocessing, feature extraction, model selection, and evaluation procedures.

e Section 4 discusses the experimental setup and presents the results of our comparative

analysis of different machine learning algorithms for anomaly detection in IoT devices.

e Section 5 discusses the findings of the study, including insights into the effectiveness of
machine learning techniques, practical considerations, and implications for real-world

deployment.

o Finally, Section 6 concludes the paper with a summary of key findings, contributions, and

directions for future research.

2. Overview of Related Work in Anomaly Detection for IoT Devices

Anomaly detection in [oT devices is a rapidly evolving field, with numerous studies focusing on
developing effective techniques to identify abnormal behavior and mitigate potential risks. This
section provides an overview of existing approaches, challenges, and limitations in anomaly

detection for [oT devices.
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Figure 1 Anomaly Detection

Existing Approaches: Several approaches have been proposed for anomaly detection in IoT

devices, including statistical methods, machine learning algorithms, and hybrid techniques.

Statistical methods such as z-score analysis, moving averages, and exponential smoothing are

commonly used for simple anomaly detection based on predefined thresholds. However, these

methods often struggle to adapt to complex data patterns and may generate false alarms in noisy

environments. Machine learning algorithms, including supervised, unsupervised, and semi-

supervised approaches, have gained popularity for their ability to learn from data and detect

anomalies without relying on predefined rules. Techniques such as isolation forests, k-means

clustering, and autoencoders have shown promising results in identifying anomalies in diverse [oT

datasets.
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Challenges: Despite the advancements in anomaly detection techniques, several challenges remain

in effectively applying these methods to IoT devices. One of the key challenges is the high
dimensionality and complexity of IoT data, which may contain noise, missing values, and non-
linear relationships. Traditional anomaly detection methods may struggle to handle such data
characteristics and may require extensive preprocessing and feature engineering. Additionally, IoT
devices often operate in dynamic and heterogeneous environments, making it challenging to define
normal behavior and detect deviations accurately. Furthermore, resource constraints such as
limited computational power, memory, and energy consumption pose significant challenges for

deploying sophisticated anomaly detection algorithms on resource-constrained IoT devices.
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Figure 2 deploying sophisticated anomaly detection

Limitations: While anomaly detection techniques have shown promise in improving the security
and reliability of IoT devices, they are not without limitations. One limitation is the trade-off
between detection accuracy and computational complexity, as more advanced algorithms may
require higher computational resources and may not be suitable for deployment on low-power [oT
devices. Another limitation is the reliance on historical data for training machine learning models,

which may not capture evolving patterns and emerging threats in real-time. Additionally, the
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interpretability of anomaly detection models remains a challenge, as black-box algorithms may

lack transparency and may not provide actionable insights for stakeholders.

Future Directions: Addressing the challenges and limitations of anomaly detection for IoT devices
requires further research and innovation. Future directions may include developing lightweight
anomaly detection algorithms tailored for resource-constrained IoT devices, exploring ensemble
learning techniques to improve detection accuracy and robustness, and investigating the use of
federated learning approaches to preserve data privacy and security in distributed IoT
environments. Moreover, integrating domain knowledge and contextual information into anomaly

detection models may enhance their interpretability and usability in real-world applications.

While significant progress has been made in anomaly detection for IoT devices, there are still
numerous opportunities for advancements and improvements. By addressing the challenges and
limitations outlined in this section, researchers and practitioners can develop more effective and

scalable anomaly detection solutions to ensure the security, reliability, and integrity of [oT systems.
3. Methodology

In this section, we outline the methodology employed in our research for anomaly detection in [oT
devices using machine learning techniques. The methodology encompasses several key steps,
including data collection, preprocessing, feature extraction, model selection, and evaluation

procedures.
3.1 Data Collection:

The first step in our methodology is to collect sensor data from IoT devices deployed for
temperature, humidity, and leak detection. We utilize a combination of simulated and real-world
datasets to ensure a diverse range of environmental conditions and anomalies are captured. The
data collection process involves interfacing with IoT devices through APIs, MQTT protocols, or

direct data acquisition interfaces to retrieve sensor readings at regular intervals.

3.2 Data Preprocessing:
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Once the raw sensor data is collected, it undergoes preprocessing to clean, filter, and transform the

data into a suitable format for analysis. This involves handling missing values, outliers, and noise,
as well as performing data normalization or scaling to ensure uniformity across features.
Additionally, we may apply techniques such as time-series decomposition, signal filtering, and

feature engineering to extract relevant information and enhance the quality of the dataset.
3.3 Feature Extraction:

Feature extraction is a critical step in anomaly detection, where informative features are derived
from the raw sensor data to represent the underlying patterns and characteristics of the system. In
our methodology, we employ various techniques such as statistical features (mean, variance,
skewness), frequency domain analysis (FFT, wavelet transforms), and time-domain features
(autocorrelation, lagged values) to extract meaningful features from the sensor data. Feature
selection methods such as mutual information, correlation analysis, or principal component

analysis (PCA) may also be employed to reduce dimensionality and remove redundant features.
3.4 Model Selection:

After feature extraction, we proceed to select suitable machine learning models for anomaly
detection based on the characteristics of the dataset and the requirements of the application. We
consider a range of supervised, unsupervised, and semi-supervised learning algorithms, including

but not limited to:
e Isolation Forest
e One-Class Support Vector Machines (SVM)
e Autoencoders
e Long Short-Term Memory (LSTM) networks
e Random Forest

e k-Nearest Neighbors (k-NN)
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The selection of the most appropriate model depends on factors such as the nature of anomalies,

data distribution, computational resources, and interpretability requirements.
3.5 Model Training and Evaluation:

Once the machine learning models are selected, they are trained on a portion of the preprocessed
dataset using appropriate training techniques such as cross-validation or time-series splitting. The
trained models are then evaluated on a separate validation or test set to assess their performance
in detecting anomalies. Evaluation metrics such as accuracy, precision, recall, F1-score, receiver
operating characteristic (ROC) curve, and area under the curve (AUC) are used to quantify the

performance of the models and compare their effectiveness.
3.6 Hyperparameter Tuning and Optimization:

In addition to model selection and evaluation, we perform hyperparameter tuning and optimization
to fine-tune the performance of the selected machine learning models. This involves systematically
exploring different combinations of hyperparameters, such as learning rate, regularization strength,
tree depth, and batch size, using techniques such as grid search, random search, or Bayesian
optimization. The goal is to identify the optimal set of hyperparameters that maximizes the

performance of the model on the validation or test set.
3.7 Cross-Validation and Robustness Testing:

To ensure the robustness and generalizability of the anomaly detection models, we employ cross-
validation techniques such as k-fold cross-validation or leave-one-out cross-validation. This
involves splitting the dataset into multiple folds, training the model on a subset of folds, and
evaluating its performance on the remaining fold. By repeating this process across different fold
combinations, we obtain an estimate of the model's performance across diverse data samples and

mitigate the risk of overfitting.
3.8 Interpretability and Visualization:

Finally, we emphasize the importance of interpretability and visualization in understanding the

behavior of the anomaly detection models and communicating their findings to stakeholders. We
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utilize techniques such as feature importance analysis, SHAP (SHapley Additive exPlanations)

values, and model-agnostic interpretation methods to explain the decisions of the machine learning
models and identify the key factors contributing to anomalies. Visualization tools such as
heatmaps, scatter plots, and time-series plots are employed to visually inspect the sensor data,
model predictions, and detected anomalies, facilitating intuitive understanding and actionable

insights.

By following this comprehensive methodology, we aim to develop robust and effective anomaly
detection solutions for IoT devices, enhancing their reliability, security, and performance in diverse

real-world applications.
4. Experimental Setup and Comparative Analysis

In this section, we describe the experimental setup used to evaluate the performance of various
machine learning algorithms for anomaly detection in IoT devices. We present the details of the

datasets, machine learning models, evaluation metrics, and results of our comparative analysis.
4.1 Datasets:

We utilize both synthetic and real-world datasets collected from IoT devices deployed for
temperature, humidity, and leak detection. The synthetic datasets are generated using simulation
techniques to mimic different environmental conditions and anomaly scenarios, while the real-
world datasets are obtained from deployed IoT sensors in controlled environments such as smart
buildings and industrial facilities. The datasets include a combination of normal and anomalous
instances, with anomalies induced through controlled experiments or occurring naturally due to

equipment malfunctions, environmental changes, or security breaches.
4.2 Machine Learning Models:

We evaluate a range of machine learning algorithms for anomaly detection, including supervised,

unsupervised, and semi-supervised approaches. The selected algorithms include:
e Isolation Forest

e One-Class Support Vector Machines (SVM)
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e Autoencoders

e Long Short-Term Memory (LSTM) networks
e Random Forest
e k-Nearest Neighbors (k-NN)

Each algorithm is implemented using appropriate libraries and frameworks such as scikit-learn,
TensorFlow, or PyTorch, and configured with default or optimized hyperparameters based on

preliminary experiments and domain knowledge.
4.3 Evaluation Metrics:

To assess the performance of the machine learning models, we employ a range of evaluation
metrics commonly used in anomaly detection tasks. These metrics include accuracy, precision,
recall, F1-score, receiver operating characteristic (ROC) curve, and area under the curve (AUC).
Additionally, we consider other domain-specific metrics such as false positive rate, false negative
rate, and detection time to provide a comprehensive evaluation of the models' effectiveness in

detecting anomalies while minimizing false alarms and response time.
4.4 Experimental Procedure:

We conduct a series of experiments to evaluate the performance of the machine learning algorithms
on the datasets described above. For each experiment, we follow a standardized procedure, which

includes:
o Splitting the dataset into training, validation, and test sets.

e Training the machine learning models on the training set using appropriate training

techniques and hyperparameters.

o Evaluating the trained models on the validation set to tune hyperparameters and optimize

performance.
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o Testing the optimized models on the test set to assess their performance in detecting

anomalies under real-world conditions.

e Repeating the experiments across multiple runs or folds to account for variability and

ensure robustness of the results.
4.5 Results and Comparative Analysis:

The results of our experiments are presented in tabular form and analyzed to compare the
performance of different machine learning algorithms for anomaly detection in IoT devices. We
evaluate the algorithms based on various evaluation metrics, including accuracy, precision, recall,
F1-score, ROC curve, and AUC. Additionally, we conduct statistical tests such as t-tests or

ANOVA to determine significant differences in performance between the algorithms.
4.6 Discussion:

The results of our comparative analysis are discussed in the context of the strengths, weaknesses,
and practical considerations of each machine learning algorithm. We highlight the key findings,
including the effectiveness of each algorithm in detecting anomalies, its computational complexity,
scalability, and interpretability. Furthermore, we discuss the implications of the results for real-
world deployment of anomaly detection solutions in IoT devices and identify areas for future

research and improvement.

By presenting the experimental setup and results of our comparative analysis in this section, we
provide valuable insights into the performance of different machine learning algorithms for
anomaly detection in IoT devices, helping researchers and practitioners make informed decisions

when designing and deploying anomaly detection solutions in diverse IoT applications.
5. Findings and Discussion

In this section, we discuss the findings of our study on anomaly detection in IoT devices using
machine learning techniques. We provide insights into the effectiveness of the machine learning

models, practical considerations, and implications for real-world deployment.

5.1 Effectiveness of Machine Learning Techniques:
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Our comparative analysis of different machine learning algorithms for anomaly detection in IoT

devices revealed varying levels of effectiveness across different techniques. Isolation Forest and
One-Class SVM demonstrated strong performance in detecting anomalies, particularly in datasets
with high-dimensional feature spaces and complex data distributions. These algorithms are well-
suited for detecting outliers and anomalies in sparse or noisy datasets and are computationally
efficient, making them suitable for real-time deployment in resource-constrained IoT devices.
Autoencoders, while more complex to train and interpret, showed promising results in capturing
non-linear patterns and latent representations of the sensor data, making them effective for
anomaly detection in time-series data. However, they require careful tuning of hyperparameters
and may suffer from overfitting in datasets with limited training samples. Random Forest and k-
Nearest Neighbors also performed reasonably well in detecting anomalies but may exhibit higher
computational complexity and memory requirements, limiting their scalability in large-scale 1oT

deployments.
5.2 Practical Considerations:

In addition to evaluating the effectiveness of machine learning techniques, we also identified
several practical considerations that need to be taken into account when deploying anomaly

detection solutions in IoT devices. These considerations include:

o Computational Resources: The computational complexity and memory requirements of
machine learning algorithms should be carefully evaluated to ensure compatibility with

resource-constrained [oT devices.

e Data Quality: The quality and reliability of sensor data play a crucial role in the
performance of anomaly detection models. Preprocessing techniques such as data cleaning,
filtering, and normalization are essential for improving data quality and enhancing the

robustness of the models.

o Interpretability: The interpretability of anomaly detection models is critical for
understanding their behavior and gaining insights into detected anomalies. Techniques such

as feature importance analysis, SHAP values, and model-agnostic interpretation methods
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can help explain the decisions of the models and provide actionable insights for

stakeholders.

o Scalability: Scalability considerations are essential for deploying anomaly detection
solutions in large-scale [oT deployments with thousands or millions of connected devices.
Distributed computing frameworks, edge computing technologies, and lightweight
machine learning models are potential solutions for addressing scalability challenges in

IoT environments.
5.3 Implications for Real-World Deployment:

The findings of our study have several implications for real-world deployment of anomaly
detection solutions in IoT devices. Firstly, the effectiveness and scalability of machine learning
techniques need to be balanced with practical constraints such as computational resources, data
quality, and interpretability. Secondly, anomaly detection models should be continuously
monitored and updated to adapt to changing environmental conditions, emerging threats, and
evolving attack vectors. Thirdly, collaboration between domain experts, data scientists, and
engineers is essential for designing and deploying robust anomaly detection solutions tailored to
specific IoT applications and use cases. Finally, ongoing research and innovation in machine
learning, edge computing, and IoT security are critical for addressing emerging challenges and

ensuring the reliability and security of [oT systems in the face of evolving threats.

The findings of our study provide valuable insights into the effectiveness, practical considerations,
and implications for real-world deployment of anomaly detection solutions in [oT devices. By
understanding these factors and incorporating them into the design and implementation of anomaly
detection systems, organizations can enhance the reliability, security, and performance of their [oT

deployments and unlock the full potential of IoT technologies in various domains.
6. Conclusion

In conclusion, our research has provided valuable insights into the application of machine learning
techniques for anomaly detection in IoT devices. Through a comprehensive comparative analysis,

we have evaluated the effectiveness of various algorithms and identified practical considerations
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for real-world deployment. Our key findings include the effectiveness of Isolation Forest and One-

Class SVM in detecting anomalies, the importance of considering computational resources and
data quality in deploying anomaly detection solutions, and the need for interpretability and

scalability in IoT environments.
Our contributions to the field include:

e Providing a systematic evaluation of machine learning algorithms for anomaly detection in

IoT devices.

e Highlighting practical considerations and implications for real-world deployment,

including computational resources, data quality, interpretability, and scalability.

o Offering insights into the effectiveness of different algorithms and their suitability for

diverse IoT applications and use cases.
For future research, we recommend exploring:

e Novel machine learning techniques tailored for anomaly detection in IoT devices,

considering the unique characteristics and constraints of [oT environments.

o Integration of edge computing and federated learning approaches to address scalability

challenges and preserve data privacy in distributed [oT deployments.

e Collaboration between academia, industry, and policymakers to develop standardized

benchmarks, best practices, and guidelines for anomaly detection in IoT devices.

o Exploration of interdisciplinary approaches combining machine learning, signal
processing, and domain knowledge to enhance the reliability, security, and performance of

IoT systems.

By addressing these research directions, we can further advance the state-of-the-art in anomaly
detection for IoT devices and unlock new opportunities for innovation and growth in the IoT

ecosystem.
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